2 EMEe
http://letsgoustc.spaces.live.com/blog/cns!89AD27DFB5E249BA!443.entry

o EME Helgtt

HX{ERE 213 9| Steve guo 0|,

+H™XE nilakantha38@gmail.com ILIC}H.

/R E 7SSt HAE XL/ A HA| Hi2tH,

EAMo cist o4 2 HE2 nilakantha38@gmail.com @2 @42 H}2rL|Ct,

Service Manager RUN ....c.cciiieiemieramsersmsessesessasassasansesansassnsassnsansasansnsnnnas 2
0. entry point : framework/base/cmds/service manager/service_manager.c,
L= 11 T 1P 2
I o [ o Yo [=T ol [ Yo oY () 1 PP 3

Get IServiceManager ...cuicvriererieramsersmsersasessasassasansasansassnsassnsansasansnsnnnas 5
0. entry point : frameworks/base/libs/binder/IServiceManager.cpp,
defaultServiceManager() «.voevee e 5
1. ProcessState::iSelf() «vvrii i e 5
2. ProcessState::getContextObject() ..ocvvviiiiiii e 6

2.1. ProcessState::getStrongProxyForHandle.........c.cooiiiiiiiiiiiciinnnens 6
N = 1o = 1 o 1] o 7
2.2.1. IPCThreadState::incWeakHandle() ......cocveeiiiiiiiiiiii e 7

3. interface_cast(const sp& 0bj) ..ovveiiiiiiii 7
3.1, ISErVICEMANAGET . it e 8
3.2. BPServiCEMaNAgEr ... v ittt e 9
4, A i e e 9

Generate AudioFlinger ServicCe.....ciccuviriririasamssmssmssn s s s s s sansnnss 11
0. entry point : framework/base/media/mediaserver/main_mediaserver.cpp,
1= 0T 11
1. AudioFlinger::instantiate() ....ccoviiiiiii 11

1.1, AUdIOFIINGEN ot e 11
1.2, BBIiNder::itransact() ..ocvviiiiiiii i e 12
1.3. BnAudioFlinger::onTransact() ...ccvvvriiiiiiii i naeeas 13
2. IPCThreadState::joinThreadPool()....c.ovviiiiiii i e 13
B 13

RPC Call IServiceManager::addServicCe......uccuuimimrimririmsammansnnsnnsnnsnnnas 14
0. BpServiceManager: :addServiCe() «.uvviiiriiiii i eeas 14
1. Parcel::flatten_binder() ...coooveiiiii i 14
2. BpBinder::itransact() «.ovevie i e 15

2.1. IPCThreadState: :transact() .....covveviiiiiiiiiii e 15
2.2. IPCThreadState: :writeTransationData().......ccooovviiiiiiiiiiiiiiniiienn, 16
2.3. IPCThreadState: :waitFOrResponse() ....covveiiiiiiiiiiiii e eeas 17
C J< PP 17

Transaction in Binder Kernel DriVer .....ccccvevimimsimsie s ssssasssnssnssnssnssns 18

0. bIiNder_OPen() «oviii i e 19

R o7 T =T ol [ Yo o I ) TP 21


http://letsgoustc.spaces.live.com/blog/cns!89AD27DFB5E249BA!443.entry

1.1. binder_thread WEte .ooiiiii i i e s e iaaaaes 22
1.1.1. binder_thread_write :: BC_INCREFS ......c.ccviiiiiiiiiiiiiiienens 23
1.1.2. binder_thread_write :: BC_TRANSACTION .....cciovviiviiiininnnnnens 25

1.1.2.1. binder_transaction() ......ooiiiiiiiiiii 26

1.2. binder_thread_read() .....ccoviiiiiiiii 29

= 32
Service Manager Handle Add Service ....cucciimiirinrrasmsssssssssnsssnnsnnnss 32
0. return t0 SErVICE _MaNAgel . e ettt i it saiaee s s s saanneesaannneans 32
I o) Vo (=Y ol o Y= 1 =T = () P P 33
2. SVEMGr_NaNAlar() coveiii i 34
3. O _add_SEIVICE() ettt ittt e 35
O PPN 36
Get IAUdIiOFliNger..ccciicii i i rr s s s s s ra s ra s s s a s ar s nnnnnnnnn 36
0. entry point : frameworks/base/libs/binder/IServiceManager.cpp,
BpServiceManager::getServiCa() «vvviriiiiiiiiii i i i 37
1. BpServiceManager: :checkServiCe() .vvviiiiiiiiii i 37
2. SVEMGr_NaNAlar() cveiiiiii i 37
B, L 38
IAudioFlinger::setMode() . icccririmicrrerrara s s s ssasssanssnnsnnnsnnnnss 38
0. RPC it 38
1. IPCThreadState::joinThreadPool .......ccciiiiiiiiii e 39

1.1, executeCommNAad() coveeiiiii i e 40
1.1.1. BnAudioFlinger::onTransact() ....covveviiiiiiiiiiii i 41
1.1.2. SENAREPIY() tiriiiiii i e 41

2. A Lo 42
S 43
booting &%, MH|A OfL|X{S| S&1t AudioFlinger & MHIA S5 ................. 43
Z20|HE ZE2MA Q| IServiceManager: :getService() .ovvvvvviiiiiiiiiininnanns 44
Z20|HE Z 2 M A9 IAudioFlinger::setMode() «vvvvriiiiiiiiiiie e, 44

Service Manager Run

Hel X% jnit.rc o 2|5 service manager 7} A|ZEICH

0. entry point : framework/base/cmds/service manager/
service_manager.c, main()

AR M2 frameworks/base/cmds/servicemanager/service_manager.c 2| main &0|C},

int main(int argc, char **argv)
{
struct binder_state *bs;
void *svcmgr = BINDER_SERVICE_MANAGER;



bs = binder_open(128*1024);

if (binder_become_context_manager(bs)) {

LOGE("cannot become context manager (%s)\n", strerror(errno));
return -1;

by

svcmgr_handle = svemgr;

binder_loop(bs, svemgr_handler);
return 0;

struct binder_state
{
int fd;
void *mapped;
unsigned mapsize;

}

struct binder_state *bs & #2|5t=0l, bs = binder_open(128*1024) S £2

rot
ini

binder_open() 0lA& bs->fd = open("dev/binder" O_RDWR) & $
0%, binder_become_context_manager(bs)E 53l

/dev/binder 07| BINCER_SET_CONTEXT_MGR ioctl € 21 binder kernel
driver 0|H| /dev/binder & 91 MH|A OfLIX7} MH|A OfLIXZ SEHES S EICt.

=

Y=Yy} svcmgr handle 0ol BINDER_SERVICE_MANAGER £ o] =04, 0|22 ((void*)0) £
Define k|01 Q/Ct. 0|22 service_manager 2| $HEZ Al EIC}H
F% CHE ZZMAMME service_manager 2t EHzPoI-7I 23l o] %

e

£2 7hxfokk Btct.

OtX|2ZS 2 binder_loop(bs, svemgr_handler) € &3t main

9
rr

T£ 2

1. binder_loop()

binder_loop() 0ld struct binder_write_read bwr 2 S3ll binder oA B-EE L2z, BH
Ct.

ffo
ne
rir

void binder_loop(struct binder_state *bs, binder_handler func)
{
int res;

struct binder_write_read bwr;
unsigned readbuf[32];

bwr.write_size = 0;




bwr.write_consumed = 0;
bwr.write_buffer = 0;

readbuf[0] = BC_ENTER_LOOPER;
binder_write(bs, readbuf, sizeof(unsigned));

for (;;) {
bwr.read_size = sizeof(readbuf);
bwr.read_consumed = 0;
bwr.read_buffer = (unsigned) readbuf;

res = ioctl(bs->fd, BINDER_WRITE_READ, &bwr);

if (res < 0) {
LOGE("binder_loop: ioctl failed (%s)\n", strerror(errno));
break;

b

res = binder_parse(bs, 0, readbuf, bwr.read_consumed, func);
if (res ==0) {
LOGE("binder_loop: unexpected reply?!\n");
break;
b
if (res < 0) {
LOGE("binder_loop: io error %d %s\n", res, strerror(errno));
break;
>
b

by

Z7/0ll BC_ENTER_LOOP HHMEE M1, Fxof S0{ZtCt.
2 XZ0o|ME res = ioctl(bs->fd, BINDER_WRITE_READ, &bwr) € S3ll X|$X2Z C}E process
2HE 2Fe elo{selrt.

UtHo = 047|M EF Elof UM, HIIHZFH O|o|E7t E0{2CHH, I m 7Ho{d Zdo|ct.

2lo{ECtH binder_parse() € 3 &8tCH.

binder_parse() o= bwr.read_buffer 2] LI 2 cmd £ gfo}=04 BR_TRANSACTION,
BR_REPLY, BR_DEAD_BINDER §2| #HMEE swtich~case &4l 2 *{2|8tC}.

OlA|, MHIA OHLIX= ZEHIFMC



Get IServiceManager

MHIA OiLX 2t CHS}F6E 7| @8l 1ServiceManager & 21042fof L},

0. entry point : frameworks/base/libs/binder/
IServiceManager.cpp, defaultServiceManager()

IServiceManager £ 7| ¢34 defaultServiceManager() € Z&8tC}. 0l& frameworks/base/
libs/binder/IServiceManager.cpp 0l 2| E|o{ lC}.

ol %*-1‘—._ sp<IServiceManager> £ c2|H3tH, param 2 &X| %EEL

047|M, libutil off 9| Elof /= A=0|H, Z2 M~ b umque Bt U #E,
sp<IServiceManager> Et2l9| gDefaultServiceManager & EIE‘|°HZF

M2 EXEHK| 222, ProcessState::self()->getContextObject(NULL) € return $tC},

sp<IServiceManager> defaultServiceManager()

{

if (gDefaultServiceManager !'= NULL) return gDefaultServiceManager;

{
AutoMutex _I(gDefaultServiceManagerLock);

if (gDefaultServiceManager == NULL) {
gDefaultServiceManager = interface_cast<IServiceManager>(
ProcessState::self()->getContextObject(NULL));
b
b

return gDefaultServiceManager;

1. ProcessState::self()

frameworks/base/libs/binder/ProcessState.cpp ol & 2| Z|o{ QJC}.

Process OCH B 3tLES| ProcessState instance & Z=Ck.

slef() 0lA= ProcessState QIAEIAQI gProcess £ AZEIoz MM 2[E st}
ProcessState = 44Xl /dev/binder & 204, 1 file descriptor & mDriverFD HH{#Hs<Z
#ec,

ProcessState::ProcessState() : mDriverFD( open_driver() )



2. ProcessState::getContextObject()

return getStrongProxyForHandIe(O) sttt
oIxtZ 02 FUCHE &S 7|%45tet 0 2 MHIA DiUX{olA #E 2 SS#E Ztolct.( #define
BINDER_SERVICE_MANAGER ((void*)0) )

2.1. ProcessState::getStrongProxyForHandle

sp<IBinder> ProcessState::getStrongProxyForHandle(int32_t handle)
{

sp<IBinder> result;
AutoMutex _I(mLock);

handle_entry* e = lookupHandleLocked(handle);

if (e '= NULL) {
// We need to create a new BpBinder if there isn't currently one, OR we
// are unable to acquire a weak reference on this current one. See comment
// in getWeakProxyForHandle() for more info about this.
IBinder* b = e->binder;
if (b == NULL || 'e->refs->attemptIncWeak(this)) {
b = new BpBinder(handle);
e->binder = b;
if (b) e->refs = b->getWeakRefs();
result = b;
} else {
// This little bit of nastyness is to allow us to add a primary
// reference to the remote proxy when this team doesn't have one
// but another team is sending the handle to us.
result.force_set(b);
e->refs->decWeak(this);
b
b

return result;

by

CIXt2 82 handle gt2 2 lookupHandleLocked()& &£ £3l, IBinder *binder 2t

RefBase::Weakref_type* refs & HHZE = F XA handle_entry & 240{ 2C}.
lookupHandleLocked() 0lA=, vector<handle_entry> ¢! mHandleToObject ZFE i

#Eo| lHA0 H= handle_entry & EIE BT

0|%, s handle_entry 2| HH binder

==
BpBinder £ MM (MAMXto] CIXIZ B2 HE

15t=Cll, NULL 2 B2(%3)
- 0 - 2 dECh)sl 2lEetot.

E{
il
Z}
— HA



2.2. BpBinder

Base Proxy Binder. remote binder Z4&|E <|§ base proxy class O|LC}.

MMt ME $HE g2f2 ol mHandle, mAlive, mObitsSent S2| HH B8 X 7|3 51,
extendObjectLifetime() € &3l HHHA Z2i20l OBJECT_LIFETIME_WEAK & Mx|5t1,
IPCThreadState: :self()->incWeakHandle(handle) € &tC}.

2.2.1. IPCThreadState::incWeakHandle()

07| output buffer 2!, Parcel & HH{ ¥4 mOut ol mOut.writeInt32() £ 0|83l BC_INCREFS
o} handle 2 MY e=ct,

3. interface_cast(const sp<IBinder>& obj)

O|Al, entry point 0llAX{&= BpBinder QIAEIAE HIQICE O|Z interface_cast() 2 BE AlZ! £,
gDefaultService o &lo{ g=rt.
047|M return IServiceManager::aslnterface(obj) £ $tC}.

sp<IServiceManager> defaultServiceManager()

{

if (gDefaultServiceManager '= NULL) return gDefaultServiceManager;

{

AutoMutex _l(gDefaultServiceManagerLock);
if (gDefaultServiceManager == NULL) {
gDefaultServiceManager = interface_cast<IServiceManager>(
ProcessState::self()->getContextObject(NULL));
b

by

return gDefaultServiceManager;

by

template<typename INTERFACE>
inline sp<INTERFACE> interface_cast(const sp<IBinder>& obj)

{
by

return INTERFACE::asInterface(obj);




3.1. IServiceManager

IServiceManager 22iA &= IServiceManager.h Tt0i| A F$ o] QlCt.

class IServiceManager : public IInterface

{
public:
DECLARE_META_INTERFACE(ServiceManager);

/**
* Retrieve an existing service, blocking for a few seconds
* if it doesn't yet exist.

*/
virtual sp<IBinder> getService( const Stringl6& name) const = 0;
/**
* Retrieve an existing service, non-blocking.
*/
virtual sp<IBinder> checkService( const String1l6& name) const = 0;
/**
* Register a service.
*/
virtual status_t addService( const Stringl6& name,
const sp<IBinder>& service) = 0;
/**
* Return list of all existing services.
*/

virtual Vector<Stringl6> listServices() = 0;

enum {
GET_SERVICE_TRANSACTION = IBinder::FIRST_CALL_TRANSACTION,
CHECK_SERVICE_TRANSACTION,
ADD_SERVICE_TRANSACTION,
LIST_SERVICES_TRANSACTION,
3
+s

A Moi 2ol DECLARE_META_INTERFACE(ServiceManager) OH3 2 & A& 8Lt
=2 29| L2 Ct3at Zrt.

07|M INTERFACE & & ServiceManager O|2 &,

sp<IServiceManager> asInterface(const sp<IBinder>& obj); 2= HAEE MAFtCH,

#define DECLARE_META_INTERFACE(INTERFACE) \
static const Stringl16 descriptor; \
static sp<I##INTERFACE> asInterface(const sp<IBinder>& obj); \
virtual const String16& getlnterfaceDescriptor() const; \
I##INTERFACE(); \

virtual ~I##INTERFACE();

IServiceManager.cpp OlA = IServiceManager.h £ include 30, T+ LH0i| A



IMPLEMENT_META_INTERFACE(ServiceManager, "android.os.IServiceManager")

g ooH

DECLARE_META_INTERFACE() 0lA Ho|8t HHE +& F#8tCt.

IMPLEMENT_META_INTERFACE D2 29| Li&2 Ct31t ZCt.

#define IMPLEMENT_META_INTERFACE(INTERFACE, NAME) \
const String16 I##INTERFACE::descriptor(NAME); \
const String16& I##INTERFACE::getInterfaceDescriptor() const { \

return I##INTERFACE::descriptor; \
b \
sp<I##INTERFACE> I##INTERFACE::aslnterface(const sp<IBinder>& obj) \
{ \
sp<I##INTERFACE> intr; \
if (obj '= NULL) { \
intr = static_cast<I##INTERFACE*>( \
obj->queryLocallnterface( \
I##INTERFACE::descriptor).get()); \
if (intr == NULL) { \
intr = new Bp##INTERFACE(obj); \
b \
b \
return intr; \
b \
I##INTERFACE::I##INTERFACE() { } \
I##INTERFACE::~I##INTERFACE() { }

INTERFACE = ServiceManager, NAME 2 "android.os.IServiceManager" 0|2 £,
IServiceManager::aslnterface() £, 2AIZ &2 X E MHXo| CIRHREIE 07|0 M2 A E
BpBinder & Z?IC}H)Z 35l0f M2 445t BpServiceManager 2ciA 9| QIAEAE B|EEHCEH
BDSerwceManager oA o MM RHAI9| super class?! BpInterface<IServiceManager>()
E 5&35t1, 047|"‘I It XFA19| super class@! BpRefBase() £ & Z3§l04, BpRefBase 2| mRemote
of CIX} - 02 SHEZI2SZ Z= BpBinder - £ Elo{ E&=rt.

Z=, BpServiceManager 9| mRemote = #ME 7t2 #= BpBinder O|LC}.

3.2. BpServiceManager

BpServiceManager £ IServiceManager.cpp ol T84 £/o{ QlC}.

BpInterface £ 443lH, getService, checkService, addService, listServices 2| |74 M4
g T8ist=d,

—_rl.éj LHE M= Parcel ofl 23| HIO|JEHE M 2 %, mRemote - 0|4 ¢ &#1{ 2, SHE 0 &

7= BpBinder 0|C}. - 0| H| transact() 3t= & 4l0|Ct.

4. 4=

A=, defaultServiceManager() HIAME BpServiceManager 22iAE ghol 27| |EF
%5 o2 BpServiceManager = #Z2| BnServiceManager E 2|8t TS A2 SE5tH,



SZit2 BpServiceManager 2| virtual 42 SZEHstCt,

rir

AL RL7F IServiceManager 2 8t

74 Z4%|

A A S A HME o{gH do{ LEX| Yot Bkt

1]
rol
|H

%
9

re

IFunnyTest ot &2, LIPto| MH|AE TrE10 X} BHCHH,
DECLARE_META_INTERFACE(FunnyTest) 2t IMPLEMENT_META_INTERFACE(FunnyTest, "my
unique name") 132 E QIE{H0|A A4 mlo| H1,

BpFunnyTest 2242 7350 $trt,

Oldl, @2l MHIA DHLIKE AFS & 4 ULt

we wanna get IFooService for FooService

RefBase

BpRefBase

mRemaote /
BpBinder
transact()

Bplnterface<IFooService
=
BpFooService




Generate AudioFlinger Service

media_server ZZ2 10| M audioFlinger service & A|=&tC},

0. entry point : framework/base/media/mediaserver/

main_mediaserver.cpp, main()

media_server 2| A|ZZo0|Ct, 047|M AudioFlinger::instantiate()

AlZtAlZICH ZE= oS3 Zot

E35l AudioFlinger MH|A

int main(int argc, char** argv)

{
sp<ProcessState> proc(ProcessState::self());
sp<IServiceManager> sm = defaultServiceManager();
LOGI("ServiceManager: %p", sm.get());
AudioFlinger::instantiate();
MediaPlayerService::instantiate();
CameraService::instantiate();
AudioPolicyService::instantiate();
ProcessState: :self()->startThreadPool();
IPCThreadState: :self()->joinThreadPool();

1. AudioFlinger::instantiate()

ct.

rot

ol7} BHE service manager o7 addService() 22

void AudioFlinger::instantiate() {
defaultServiceManager()->addService(
String16("media.audio_flinger"), new AudioFlinger());

1.1. AudioFlinger

BnAudioFIinger £ Bninterface % M-’—".-'.é*EIZL
BnInterface = BBinder & A&EH=C).
BBinder £ IBinder & “-’—"T gr=rt.




IAudioFlingeris one of IFc

[AudioFlinger EBinder

Bninterface<lAudioFlinger

BEnAudioFlinger

AudioFlinger

1.2. BBinder::transact()

defaultServiceManager() ol CHH M= A & QIFH

= QIRACtH
mRemote->transact() £ #Z&|X, HQIH E2t0|HE 7N 74X, BBinder::transact()&E Cl|O|EE

=HIct.

status_t BBinder::transact(
uint32_t code, const Parcel& data, Parcel* reply, uint32_t flags)
{

data.setDataPosition(0);

status_t err = NO_ERROR;
switch (code) {
case PING_TRANSACTION:
reply->writeInt32(pingBinder());
break;
default:
err = onTransact(code, data, reply, flags);
break;




if (reply '= NULL) {
reply->setDataPosition(0);
b

return err;

by

transact (IME CIXIZ 22 code Z£0| PING_TRANSACTION O|2tH reply ofl CHE S sHF 1,
ping O] Okl code 2™ onTransact() & ZE8tct.
onTransact() = BnAudioFlinger olA 74 Z[o{ QlC},

1.3. BnAudioFlinger::onTransact()

code Ztoll 2|8t switch ~ case @AI©2Z OPEN_RECORD, SAMPLE_RATE S2o| H@&of Cigt Sit2
T35t ULt

Sxtoll 7|, Parcel QIRIZ 7B 2 data 2R E| AFEXIQ| 24S 81 reply of CHES M HE WA
o|ct.

default 0f CHsHA{= BBinder::onTransact() 2 HzZICt.

2. IPCThreadState::joinThreadPool()

instantiate 7t Z%tCt.
joinThreadPool() (IME RZE ZEM talkWithDriver() £ S8l CIE ZZMHMAZSRE{Q EAlg g1,

SAfstrt,

talkWithDriver() 0ilA<{& mProcess->mDriverFD ( ProcessState 24 Xtoi M /dev/
binder & €I C|A3ZIEE LUCt. ) E Sl ioctl() stof Yz gr=Ct.

21240i M cmd £ 2o LI, executeCommand()E Sall 2 Alg2 x2lst=dl,
047|441 cmd 0| switch ~ case &@Al©9Z, BR_ACQUIRE, BR_RELEASE S52| S0 CHis %{2|et
Ct.

Hto
= =

BR_TRANSACTION

o| B2, AI8Rlo| l2icZEE| BBinder £ 0{9}, ST Zixl| o
transact() €& &5l

3. 48

O|A, L}BFo| MH|A IFunnyTest & PHE A StCHH, BnFunnyTest 22iAE 735t D, LIEHO| AH|
A E E2| &(instantiate), IPCThreadState::joinThreadPool € Z&35H0F §



RPC Call IServiceManager::addService

IServiceManager::addService() = Z= BpServiceManager::addService() ol 7% Z[0{ QUC}.

0. BpServiceManager::addService()

virtual status_t addService(const String16& name, const sp<IBinder>& service)
{
Parcel data, reply;
data.writelnterfaceToken(IServiceManager::getlnterfaceDescriptor());
data.writeStringl6(name);
data.writeStrongBinder(service);
status_t err = remote()->transact(ADD_SERVICE_TRANSACTION, data,
&reply);
return err == NO_ERROR ? reply.readInt32() : err;
b

data.writeStrongBinder() & &3l, S35t 11Xl 5t= service & Parcel 0 &o{ Z=Ct.
writeStrongBinder() 0l flatten_binder & & &8tC},

1. Parcel::flatten_binder()

MH|A 9| HIRIHE Z/743%} 5t Binder command £ THECL
SE5t1Xt st= MH|lAQ]

flat_binder_object #4+~& OHE %,

type0l BINDER_TYPE_BINDER,

binder o S&35t1 At 5t= MH|A HFQIEH 2| getWeakRefs(),
cookie 0l S&§5t 11Xt 5t= MH|A HIQIH(sp<IBinder>)& E=Ct.

O|Al, Parcel ¢! data o=

|"AMH[A OHLIA OIF™ | "F7t5t At 5t= MH|A O|F" | "flat_binder_object(type :
BINDER_TYPE_BINDER, binder : £7}5t1 X} 5t= AH|A(IBinder)2| weak reference,
cookie : F75t1 %} st= MH|A(sp<IBinder>) )" |

o| ¥EE =i},



2. BpBinder::transact()

OlAl, remote()->transact() & S35l Parcel 0 Zo{&2 AMH|AE HZICt.

remote() &, mRemote ¢! BpBinder Z{|& 2| 5tCt.

047|M, IPCThreadState: :self()->transact(mHandle, code, data, reply, flags) & 8tC}.
mHandle &, AMH|A OfLIX{O|L| 0¥ ZIO|Ct.

2.1. IPCThreadState::transact()

status_t IPCThreadState::transact(int32_t handle,
uint32_t code, const Parcel& data,
Parcel* reply, uint32_t flags)

{

status_t err = data.errorCheck();
&nbsp; flags |= TF_ACCEPT_FDS;

IF_LOG_TRANSACTIONS() {
TextOutput::Bundle _b(alog);
+-- 3 £: alog << "BC_TRANSACTION thr " << (void*)pthread_self() << " / hand "--------

if (err == NO_ERROR) {
LOG_ONEWAY(">>>> SEND from pid %d uid %d %s", getpid(), getuid(),
(flags & TF_ONE_WAY) == 0 ? "READ REPLY" : "ONE WAY");
err = writeTransactionData(BC_TRANSACTION, flags, handle, code, data,
NULL);

if ((flags & TF_ONE_WAY) == 0) {
if (reply) {
err = waitForResponse(reply);

} else {
Parcel fakeReply;

err = waitForResponse(&fakeReply);

b

IF_LOG_TRANSACTIONS() {
+-- 5 &: TextOutput::Bundle _b(alog);-----============mmmmmmm oo oo




¥ else {
err = waitForResponse(NULL, NULL);
b

return err;

by

047|M writeTransactionData(BC_TRANSACTION, flags, handle, code, data, NULL); & 5t1,
waitForResponse() 3t04 Z|C}2IC},

2.2. IPCThreadState::writeTransationData()

status_t IPCThreadState: :writeTransactionData(int32_t cmd, uint32_t binderFlags,
int32_t handle, uint32_t code, const Parcel& data, status_t* statusBuffer)
{

binder_transaction_data tr;

tr.target.handle = handle;
tr.code = code;
tr.flags = binderFlags;

const status_t err = data.errorCheck();

if (err == NO_ERROR) {
tr.data_size = data.ipcDataSize();
tr.data.ptr.buffer = data.ipcData();
tr.offsets_size = data.ipcObjectsCount()*sizeof(size_t);
tr.data.ptr.offsets = data.ipcObjects();

} else if (statusBuffer) {
tr.flags |= TF_STATUS_CODE;
*statusBuffer = err;
tr.data_size = sizeof(status_t);
tr.data.ptr.buffer = statusBuffer;
tr.offsets_size = 0;
tr.data.ptr.offsets = NULL;

¥ else {
return (mLastError = err);

b

mOut.writeInt32(cmd);
mOut.write(&tr, sizeof(tr));

return NO_ERROR;

binder_transaction_data tr 0| handle € €0{ 2 ZM, transaction target O| 0{C|7} EX|E HA|
sfi&ct.



I, tr.code of QIXt2 MEE2 code & E=rt. 0| B2 oM addService() HIM EH
ADD_SERVICE_TRANSACTION 0| & ZiojCt.
AlX| transaction 2 Parcel ! mOut 0i Binder off 24 7{THE=9} C|0|E{E H ML},

O|xl, mOut o ¥Eef= CtS1t Zct.
| cmd(0| A<, BC_TRANSACTION) | binder_transaction_data |
047|M binder_transaction_data £,
| target handle | code(0| Zd<, ADD_SERVICE_TRANSACTION) | flags | data packet
size | data packet |
07| M data packet 2,
|"AMH[A DL O|&" | "F7Ist At 5t AMH|A O|&" | "flat_binder_object(type :
BINDER_TYPE_BINDER, binder : £7}6t1x} st= A{H|A(IBinder)2| weak reference, cookie :
ZF7vstnxb s MHIA(sp<IBinder>) )" |
o| EWElE & Parcel O|Ct.

2.3. IPCThreadState::waitForResponse()

CH2 2 2, waitForResponse() MM talkWithDriver()& &3}
&nbsp;talkWithDriver() 0= binder_write_read T+ Z &
£ M £ Parcel, mOut 2| gt2 bwr.write_buffer 0l @1 A=
/dev/binder 0i4 BINDER_WRITE_READ ioctl 2 Z2{A =20 4| CIO|EE &

IHCE,

oM FHRH=2t ol o[E

x
I

if (ioctl(mProcess->mDriverFD, BINDER_WRITE_READ, &bwr) >= 0)

3. 248

Proxy Z4&|(Bp Al2|=) oM RPC & 9I8t, 7HMESt H|0|EHE H2 dlo|E WZls otET,
BINDER_WRITE_READ ioctl Z£2 &3l Cl0|E T{Z!E transaction I{ZS 2 PtET,
0|Z binder_read_write X &|0f Eo{ME= AA binder 7 E2+0|H{| A =HZICH
m{Zl2 RPCL| 22, BC_TRANSACTION mZ! Ellg Z=Ct,
L2to] MH|AE BHE R} StCHH, IServiceManager::addSerivce £ S8, AMH|A OHLIK oA RFalo
MHIAE SS3&loF st



write service name, pointer, etc to
Parcel, make DATA Packet

write data, transaction command,
etc, make TRANSACTION Packet

BpBinder::transact()

DATA Packet

["AHIZ LA O
STk

Binder driver Packet(binder_write_read)

write_huffer= TRAN TION Packet

Transaction in Binder Kernel Driver

Ol HiQI{ =0 LHE & EAJEtCt.
E2}olH AAE kernel/drivers/staging/android/binder.c oi QJC}.

HFQIH E20|H&= /dev/binder C|HIO|A melofol M2 g Ao{stH &
Ol, static 22 HAE|= device_initcall() oM S=8 B Bt
misc_register() % 3F01 binder_fops & S 4t0{

0{= SZhof| o= HIQIC] =20l & 7t AFREX| SE3HC}.

| 1I,

ZQIE{ binder_init oflA]

static struct file_operations binder_fops = {
.owner = THIS_MODULE,
.poll = binder_poll,
.unlocked_ioctl = binder_.ioctl,
.mmap = binder_mmap,
.open = binder_open,
.flush = binder_flush,
.release = binder_release,

+




= T AAEI-.

binder C|H}O|A T} /dev/binder O|X|2t, /proc/binder/ 5|0 HE binder C|HIO|A T o]
AEIE ol & £ Q

0{7|2l transaction_log, failed_transaction_log, transactions, stats, state, proc/ Ol Z&igtct.

0. binder_open()

o{H ZZMA7} /dev/binder & open &7 £/, binder_open() Ol Z&EIC}.

static int binder_open(struct inode *nodp, struct file *filp)

{

struct binder_proc *proc;

if (binder_debug_mask & BINDER_DEBUG_OPEN_CLOSE)
printk(KERN_INFO "binder_open: %d:%d\n", current->group_leader->pid, current-
>pid);

proc = kzalloc(sizeof(*proc), GFP_KERNEL);
if (proc == NULL)

return -ENOMEM;

get_task_struct(current);

proc->tsk = current;
INIT_LIST_HEAD(&proc->todo);
init_waitqueue_head(&proc->wait);
proc->default_priority = task_nice(current);
mutex_lock(&binder_lock);
binder_stats.obj_created[BINDER_STAT_PROC]++;
hlist_add_head(&proc->proc_node, &binder_procs);
proc->pid = current->group_leader->pid;
INIT_LIST_HEAD(&proc->delivered_death);
filp->private_data = proc;
mutex_unlock(&binder_lock);

if (binder_proc_dir_entry_proc) {
char strbuf[11];
snprintf(strbuf, sizeof(strbuf), "%u", proc->pid);
remove_proc_entry(strbuf, binder_proc_dir_entry_proc);

create_proc_read_entry(strbuf, S_IRUGO, binder_proc_dir_entry_proc,
binder_read_proc_proc, proc);

b

return 0;

by

017|44 binder_proc #+EZME MM35H, =2l tsk, default_priority, pid 82 &o{ €1,
binder 2% 2! &7} A|7|1, binder_procs Z3E Z|AE T ZX(binder_procs)of MMt 1 x
%o proc_node & F7IA|ZICT.



OX|2to 2, open 17| {I6H AFS 8 It x| ZQIE|o| HH private_data ol binder_proc 7

ZME Elo{d=Ch

OlAl, sHY m ZQIEIE AIE5l= 22I0|HE T2 M AT} ioctl € 5HA =T,
QIXtE Ho{@E mel ZQIE{o|M private_data HEHE Hoie}, s Sot0|HE Z 2 MAA|

28t binder_proc 2 20{2tA],
e Z2lo|HE ZZMA Q| tsk, pid, binder X 4+ S8 & + QlCH

ek

struct file & CtS1} ZC},

struct file {
/*
* fu_list becomes invalid after file_free is called and queued via
* fu_rcuhead for RCU freeing
*/
union {
struct list_head fu_list;
struct rcu_head fu_rcuhead;
yf_u;
struct path f_path;
#define f_dentry f_path.dentry
#define f_vfsmnt f_path.mnt
const struct file_operations *f_op;

atomic_long_t f_count;
unsigned int f_flags;
fmode_t f_mode;

loff _t f_pos;

struct fown_struct f _owner;
const struct cred *f_cred;
struct file_ra_state f_ra;

ub4 f_version;
#ifdef CONFIG_SECURITY
void *f_security;
#endif
/* needed for tty driver, and maybe others */
void *private_data;

#ifdef CONFIG_EPOLL
/* Used by fs/eventpoll.c to link all the hooks to this file */
struct list_head f_ep_links;
spinlock_t f_ep_lock;
#endif /* #ifdef CONFIG_EPOLL */
struct address_space *f_mapping;
#ifdef CONFIG_DEBUG_WRITECOUNT
unsigned long f_mnt_write_state;
#endif
3

struct binder_proc 2| &£ ofeiel ZCt.



struct binder_proc {
struct hlist_node proc_node;
struct rb_root threads;
struct rb_root nodes;
struct rb_root refs_by_desc;
struct rb_root refs_by_node;
int pid;
struct vm_area_struct *vma;
struct task_struct *tsk;
struct files_struct *files;
struct hlist_node deferred_work_node;
int deferred_work;
void *buffer;
ptrdiff_t user_buffer_offset;

struct list_head buffers;

struct rb_root free_buffers;
struct rb_root allocated_buffers;
size_t free_async_space;

struct page **pages;
size_t buffer_size;
uint32_t buffer_free;
struct list_head todo;
wait_queue_head_t wait;
struct binder_stats stats;
struct list_head delivered_death;
int max_threads;
int requested_threads;
int requested_threads_started;
int ready_threads;
long default_priority;

3

1. binder_.ioctl()

ot T2 M|ATL /dev/binder oA ioctl € & Ot binder_ioctl 0| ZZEICt QUAIZ mel ZQIE{Qt
ME, Ot FHEES gH=C},

oM talkWithDriver oM 2ot % OHX|2 ol HEE 2 AHEA7H EUiE= binder_write_read +
ZH|CH

CIXIZ 2 mel ZQIE 25 EH binder_proc Z2IEE 20| 27 (binder_proc *proc = filp-
>private_data),
0{7|M thread =8 o{=2C},

case BINDER_WRITE_READ: {
struct binder_write_read bwr;
if (size !'= sizeof(struct binder_write_read)) {
ret = -EINVAL;



goto err;

¥

if (copy_from_user(&bwr, ubuf, sizeof(bwr))) {
ret = -EFAULT;
goto err;

b
if (binder_debug_mask & BINDER_DEBUG_READ_WRITE)
printk(KERN_INFO "binder: %d:%d write %Id at %08lx, read %lIld at %08Ix\n",
proc->pid, thread->pid, bwr.write_size, bwr.write_buffer, bwr.read_size,
bwr.read_buffer);
if (bwr.write_size > 0) {
ret = binder_thread_write(proc, thread, (void __user *)bwr.write_buffer,
bwr.write_size, &bwr.write_consumed);
if (ret < 0){
bwr.read_consumed = 0;
if (copy_to_user(ubuf, &bwr, sizeof(bwr)))
ret = -EFAULT;
goto err;
b
b
if (bwr.read_size > 0) {
ret = binder_thread_read(proc, thread, (void __user *)bwr.read_buffer,
bwr.read_size, &bwr.read_consumed, filp->f_flags & O_NONBLOCK);
if (list_empty(&proc->todo))
wake_up_interruptible(&proc->wait);
if (ret < 0){
if (copy_to_user(ubuf, &bwr, sizeof(bwr)))
ret = -EFAULT;
goto err;
b
b
if (binder_debug_mask & BINDER_DEBUG_READ_WRITE)
printk(KERN_INFO "binder: %d:%d wrote %ld of %ld, read return %ld of %lIld\n",
proc->pid, thread->pid, bwr.write_consumed, bwr.write_size,
bwr.read_consumed, bwr.read_size);
if (copy_to_user(ubuf, &bwr, sizeof(bwr))) {
ret = -EFAULT;
goto err;
b
break;

by

M, AH2 X7} EH binder_write_read LZE®|E 2o E0|1 &, write B2 HX{ x{2|tC}.

1.1. binder_thread_write
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binder_thread_write(struct binder_proc *proc, struct binder_thread *thread,
void __user *buffer, int size, signed long *consumed)
{

uint32_t cmd;
void __user *ptr = buffer + *consumed;
void __user *end = buffer + size;

while (ptr < end && thread->return_error == BR_OK) {

if (get_user(cmd, (uint32_t __ user *)ptr))
return -EFAULT;

ptr += sizeof(uint32_t);

if (_IOC_NR(cmd) < ARRAY_SIZE(binder_stats.bc)) {
binder_stats.bc[_IOC_NR(cmd)]++;
proc->stats.bc[_IOC_NR(cmd)]++;
thread->stats.bc[_IOC_NR(cmd)]++;

b

switch (cmd) {

case BC_INCREFS:

case BC_ACQUIRE:

case BC_RELEASE:

case BC_DECREFS: {

default:

printk(KERN_ERR "binder: %d:%d unknown command %d\n", proc->pid, thread-
>pid, cmd);
return -EINVAL;
b
*consumed = ptr - buffer;
b

return 0;

by

1.1.1. binder_thread_write :: BC_INCREFS

BC_INCREFS of Cist 228 EXI.

switch (cmd) {

case BC_INCREFS:

case BC_ACQUIRE:

case BC_RELEASE:

case BC_DECREFS: {
uint32_t target;
struct binder_ref *ref;
const char *debug_string;

if (get_user(target, (uint32_t __ user *)ptr))
return -EFAULT;




ptr += sizeof(uint32_t);
if (target == 0 && binder_context_mgr_node &&
(cmd == BC_INCREFS || cmd == BC_ACQUIRE)) {
ref = binder_get_ref_for_node(proc,
binder_context_mgr_node);
if (ref->desc != target) {
binder_user_error("binder: %d:"
"%d tried to acquire "
"reference to desc O, "
"got %d instead\n",
proc->pid, thread->pid,
ref->desc);
b
} else
ref = binder_get_ref(proc, target);
if (ref == NULL) {
binder_user_error("binder: %d:%d refcou"
"nt change on invalid ref %d\n",
proc->pid, thread->pid, target);
break;
b
switch (cmd) {
case BC_INCREFS:
debug_string = "IncRefs";
binder_inc_ref(ref, 0, NULL);
break;
case BC_ACQUIRE:

default:
debug_string = "DecRefs";
binder_dec_ref(ref, 0);
break;

b
if (binder_debug_mask & BINDER_DEBUG_USER_REFS)
printk(KERN_INFO "binder: %d:%d %s ref %d desc %d s %d w %d for node
%d\n",
proc->pid, thread->pid, debug_string, ref->debug_.id, ref->desc, ref-

>strong, ref->weak, ref->node->debug_id);

break;

b

system_manager 7} 24 % 7|0l BINDER_SET_CONTEXT_MGR ioctl € &1 (0| I}
binder_node #Zx|2! binder_context_mgr_nodeZE 24stC})

binder E2+0|6{e} CHEF st= 74 MH|A O4L|X0|L], target & 0 ZIO|C},

M=ol 07| SE2 AL8 Xl binder_write_read T =& 25 E{ reference & ¢0{21, 0| 0|3l
binder_inc_ref() & 0|&3H, weak reference(5FHm IXI7t 02tH weak reference S7tHA|ZICH) &
Z3|+E B7tAIZIC



1.1.2. binder_thread_write :: BC_TRANSACTION

CH2 22, BC_TRANSACTION REg EZicl.

case BC_TRANSACTION:
case BC_REPLY: {
struct binder_transaction_data tr;

if (copy_from_user(&tr, ptr, sizeof(tr)))
return -EFAULT;
ptr += sizeof(tr);
binder_transaction(proc, thread, &tr, cmd == BC_REPLY);
break;

b

binder_read_write 1XX|E g2
& Z Transaction Packet 2 2012}, binder_transaction of|Al HZIC}.
ZA= binder_transaction 0lA 2 E g $tCt.

AE X 2d9| write_buffer 0lAM binder_transaction_data 7=

binder_transaction_data 2 Z12/2| TRANSACTION Packet o &7} &0l FF35tAL.

struct binder_transaction_data {
/* The first two are only used for bcTRANSACTION and brTRANSACTION,
* identifying the target and contents of the transaction.
*/
union {
size_t handle; /* target descriptor of command transaction */
void *ptr; /* target descriptor of return transaction */

} target;
void *cookie; /* target object cookie */
unsigned int  code; /* transaction command */

/* General information about the transaction. */
unsigned int  flags;

pid_t sender_pid;

uid_t sender_euid;

size_t data_size; /* number of bytes of data */
size_t offsets_size; /* number of bytes of offsets */

/* If this transaction is inline, the data immediately
* follows here; otherwise, it ends with a pointer to
* the data buffer.
*/
union {
struct {
/* transaction data */
const void *buffer;
/* offsets from buffer to flat_binder_object structs */
const void *offsets;
} ptr;
uint8_t buf[8];
} data;
3




DATA Packet
| "AH] 2 o1

TRANSACTION Packet

target_handle | cc

Binder driver Packet(binder_write_read)

write_buffer = TR OMN Packet

1.1.2.1. binder_transaction()

CIXI2 8F2 binder_transaction_data Q! tr 25 E Z2t0|A1E 7} Parcel off &o{<€2, 23 AH&E Dt O
O|E{(DATA Packet)2 g{0{E04 & Z|EtC}.

MX{, target handle O] 0 O|L], if ~ else 0f 2|5 C}2 Q| I =7} AsHT|oq
target_node(binder_context_mgr_node) € ¥0o{ 211,
target_node(binder_context_mgr_node) oA target_procg ¥0o{ 211,
QIXtE 2HRtE binder_thread 2! thread(filep ol ‘201 & binder_proc 228 H BHERICH) E2EH
transaction_stack € 2o{ 21,
stack LIS 25 =M™MA] target_proc ofl %= binder_thread* target_thread & 104 2C}
(stack->from).

if (tr->target.hanlde) {
} else {
target_node = binder_context_mgr_node;
if (target_node == NULL) {
return_error = BR_DEAD_REPLY;
goto err_no_context_mgr_node;
b
>
e->to_node = target_node->debug_id;
target_proc = target_node->proc;
if (target_proc == NULL) {
return_error = BR_DEAD_REPLY;
goto err_dead_binder;
b
if (1(tr->flags & TF_ONE_WAY) && thread->transaction_stack) {
struct binder_transaction *tmp;
tmp = thread->transaction_stack;
if (tmp->to_thread = thread) {




binder_user_error("binder: %d:%d got new '
"transaction with bad transaction stack"
", transaction %d has target %d:%d\n",
proc->pid, thread->pid, tmp->debug_id,
tmp->to_proc ? tmp->to_proc->pid : 0,
tmp->to_thread ?
tmp->to_thread->pid : 0);
return_error = BR_FAILED_REPLY;
goto err_bad_call_stack;
b
while (tmp) {
if (tmp->from && tmp->from->proc == target_proc)
target_thread = tmp->from;
tmp = tmp->from_parent;

by

C}2 22, TRANSACTION Packet L 258 E{ DATA Packet € ¥o{21,

DATA Packet 2| type(FAMESt ZCt) of [H2} switch ~ case 2 & 2|EtCH.

0{7|A{, BINDER_TYPE_BINDER(addService() Al, transact 3t= DATA Packet0i type 2
BINDER_TYPE_BINDER £ R}iC}t) o Z*E &l ECt.

fp = (struct flat_binder_object *)(t->buffer->data + *offp);
switch (fp->type) {
case BINDER_TYPE_BINDER:
case BINDER_TYPE_WEAK_BINDER: {
struct binder_ref *ref;
struct binder_node *node = binder_get_node(proc, fp->binder);
if (node == NULL) {
node = binder_new_node(proc, fp->binder, fp->cookie);
if (node == NULL) {
return_error = BR_FAILED_REPLY;
goto err_binder_new_node_failed;

b
node->min_priority = fp->flags & FLAT_BINDER_FLAG_PRIORITY_MASK;

node->accept_fds = !I(fp->flags & FLAT_BINDER_FLAG_ACCEPTS_FDS);
&nbsp; }
if (fp->cookie !'= node->cookie) {
binder_user_error("binder: %d:%d sending u%p "
"node %d, cookie mismatch %p != %p\n",
proc->pid, thread->pid,
fp->binder, node->debug_.id,
fp->cookie, node->cookie);
goto err_binder_get_ref_for_node_failed;
b
ref = binder_get_ref for_node(target_proc, node);
if (ref == NULL) {
return_error = BR_FAILED_REPLY;
goto err_binder_get_ref_for_node_failed;

b




if (fp->type == BINDER_TYPE_BINDER)
fp->type = BINDER_TYPE_HANDLE;
else
fp->type = BINDER_TYPE_WEAK_HANDLE;
fp->handle = ref->desc;
binder_inc_ref(ref, fp->type == BINDER_TYPE_HANDLE, &thread->todo);
if (binder_debug_mask & BINDER_DEBUG_TRANSACTION)
printk(KERN_INFO " node %d u%p -> ref %d desc %d\n",
node->debug_id, node->ptr, ref->debug_id, ref->desc);
} break;

t £ binder_transaction TtZ x| ZQIE{0|C},
BINDER_TYPE_BINDER E}2l9l AL, binder_node & MZ 2t &0, o| I MM &0 ECI0|ME
7t flatten 3 Eo{E ZAX|E AR H7ZICH (cookie o IBinder 7t £01 QUC}H)

DATA Packet O] struct flat_binder_object 2} FAIEtS F535tA}.

struct flat_binder_object {
/* 8 bytes for large_flat_header. */
unsigned long type;
unsigned long flags;

/* 8 bytes of data. */

union {
void *binder; /* local object */
signed long handle;  /* remote object */

+

/* extra data associated with local object */
void *cookie;

+

DATA Packet
| Al 2 OfL

TRANSACTION Packet

dle |

Binder driver Packet(binder_write_read)

write_buffer = TR,

otx|2tez, 3ol =7 M-EIC



t->work.type = BINDER_WORK_TRANSACTION;
list_add_tail(&t->work.entry, target_list);
tcomplete->type = BINDER_WORK_TRANSACTION_COMPLETE;
list_add_tail(&tcomplete->entry, &thread->todo);
if (target_wait)

wake_up_interruptible(target_wait);
return;

t->work £ struct binder_work £, list_head #Z&| ®HH 3Lt enum 22 type SHLIE 71X
QJCt.

target_list = &target_thread->todo; target_wait = &target_thread->wait; £ A Zf0| £04
7+ QdCt.

O|Al|, target thread 7t 7Ho{Lt g *{2|E ZOICt.

1.2. binder_thread_read()

binder_ioctl() 0{A{, BINDER_WRITE_READ H&o{ CH3l, QIXt2 &2 bind_read_write -_r" 2
read_size 7} = A0l Ci3l, binder_thread_read() Z&€ S35l read HMEO| CHE SEE 5
&t

ret = binder_thread_read(proc, thread, (void __user *)bwr.read_buffer,
bwr.read_size, &bwr.read_consumed, filp->f_flags & O_NONBLOCK);

A X ofg] X2l & QXRZ 22 binder_proc o] CH7| Q1 MBI =0flAM & Lo| M w7tx| 28
T|of Rl=ct.

MHIA LA E, == A"
7—|o||:_|.

So{ZtH 2 Z0|M read command & EflenZ, of7|of HE US

ol

if (wait_for_proc_work) {
if (!(thread->looper & (BINDER_LOOPER_STATE_REGISTERED |
BINDER_LOOPER_STATE_ENTERED))) {

&nbsp;&nbsp; binder_user_error("binder: %d:%d ERROR: Thread waiting "
"for process work before calling BC_REGISTER_"
"LOOPER or BC_ENTER_LOOPER (state %x)\n",
proc->pid, thread->pid, thread->looper);

wait_event_interruptible(binder_user_error_wait, binder_stop_on_user_error <
2);




binder_set_nice(proc->default_priority);
if (non_block) {
if ('binder_has_proc_work(proc, thread))
ret = -EAGAIN;
} else
ret = wait_event_interruptible_exclusive(proc->wait,
binder_has_proc_work(proc, thread));

by

media server 7} 0|7* THLCH(binder of write SXHe #iCH).

OlofM, RZE =M 2{0{=¢! IZ-IIOIE4E 7}X|2 thread->todo Z|AE, proc->todo ZIAE0] CHsH
binder_work X inE doi2 &

e + x| type Lol e SW|tch ~ case 2 2| sFEC}.

Ot7t binder_transaction() 0 M target_list 0l BINDER_WORK_TRANSACTION 22 work
type = EUCt.

while (1) {
uint32_t cmd;
struct binder_transaction_data tr;
struct binder_work *w;
struct binder_transaction *t = NULL;

if (Mlist_empty(&thread->todo))

w = list_first_entry(&thread->todo, struct binder_work, entry);
else if (!list_empty(&proc->todo) && wait_for_proc_work)

w = list_first_entry(&proc->todo, struct binder_work, entry);
else {

if (ptr - buffer == 4 && !(thread->looper &

BINDER_LOOPER_STATE_NEED_RETURN)) /* no data added */
goto retry;
break;

b

if (end - ptr < sizeof(tr) + 4)
break;

switch (w->type) {
case BINDER_WORK_TRANSACTION: {

t = container_of(w, struct binder_transaction, work);
} break;
case BINDER_WORK_TRANSACTION_COMPLETE: {

cmd = BR_TRANSACTION_COMPLETE;

if (put_user(cmd, (uint32_t __ user *)ptr))

return -EFAULT;
ptr += sizeof(uint32_t);

binder_stat_br(proc, thread, cmd);
if (binder_debug_mask & BINDER_DEBUG_TRANSACTION_COMPLETE)
printk(KERN_INFO "binder: %d:%d BR_TRANSACTION_COMPLETE\n",
proc->pid, thread->pid);




list_del(&w->entry);
kfree(w);
binder_stats.obj_deleted[BINDER_STAT_TRANSACTION_COMPLETE]++;
} break;
case BINDER_WORK_NODE: {

binder_transaction X |& 71X 1 swtich & Htx{LI=C}.
binder_transaction =&l CtS1 ZC},
struct binder_transaction {

int debug_id;

struct binder_work work;

struct binder_thread *from;

struct binder_transaction *from_parent;

struct binder_proc *to_proc;

struct binder_thread *to_thread;

struct binder_transaction *to_parent;

unsigned need_reply : 1;

/*unsigned is_dead : 1;*/ /* not used at the moment */

struct binder_buffer *buffer;
unsigned int  code;
unsigned int  flags;

long priority;

long saved_priority;
uid_t sender_euid;

}

type ol & switch ~ case O|F(0iT5| £z of ¢tolct),

Z2lo|HE °o| write buffer LI, MH|A OHLIX{2| read buffer ofl A H=Ct. of77b THA
binder_transaction 21X x| t £ Al ol §2o|5tkl.

ClHtO|A EEIOIHE Atilo| ZE2MAE ZX| ot=Ct. ECI0|HE Z2MAMM 2 7 YUo=E E
0{7} C|HtO|A E2tO|H ol &8 AMSEiCt.

07| §X Fdnt 7Hd dAH AMolel H22|E 27t7] #lai copy_to_user(), copy_from_user()
£ AMEstct.

tr.data_size = t->buffer->data_size;

tr.offsets_size = t->buffer->offsets_size;

tr.data.ptr.buffer = (void *)t->buffer->data + proc->user_buffer_offset;
tr.data.ptr.offsets = tr.data.ptr.buffer + ALIGN(t->buffer->data_size, sizeof(void *));

if (put_user(cmd, (uint32_t ___user *)ptr))
return -EFAULT;

ptr += sizeof(uint32_t);

if (copy_to_user(ptr, &tr, sizeof(tr)))
return -EFAULT;

ptr += sizeof(tr);
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2. 48

Ol 2=, client #E server 7}X|2| H0|E E22E ot EACt.

Service Manager Handle Add Service

CIAl ZEMA B2 Sof2ct.

0. return to service_manager

O[Al, MH|A DHLIME= binder_loop() LHolA{e] £ Z oM AudioFlinger 2| addService() of 2|5 Ht Q!
O C|HtO|A ERIOIHESE C|O|E{& e{o{EACt.
Ol ioctl() Ol ElEH =22, 250| E2|1, CtZ2| binder_parse() & &35t EICt.

void binder_loop(struct binder_state *bs, binder_handler func)
{
int res;
struct binder_write_read bwr;
unsigned readbuf[32];

bwr.write_size = 0;
bwr.write_consumed = 0;
bwr.write_buffer = 0;

readbuf[0] = BC_ENTER_LOOPER;
binder_write(bs, readbuf, sizeof(unsigned));

for (;;) {
+-- 4 &: bwr.read_size = sizeof(readbuf);-----========mmmmmmm o

res = ioctl(bs->fd, BINDER_WRITE_READ, &bwr);
+-- 6 F:if (res < 0) {---=-mmmmmmmmmm oo




res = binder_parse(bs, 0, readbuf, bwr.read_consumed, func);
+--- 8 F:if (res == 0) {--mmmmmmmmmmm o e

1. binder_parse()

2lo1EQ! HME(readbuf 2 &1, binder_parse() HIME ptr 2= param 22 gt=ct)of et
switch ~ case £ *{2|&tCt.
047|141 BR_TRANSACTION 22 Eo{gte Zo|ct.

case BR_TRANSACTION: {

struct binder_txn *txn = (void *) ptr;

if ((end - ptr) * sizeof(uint32_t) < sizeof(struct binder_txn)) {
LOGE("parse: txn too small'\n");
return -1;

ks

binder_dump_txn(txn);

if (func) {
unsigned rdata[256/4];
struct binder_io msg;
struct binder_io reply;
int res;

bio_init(&reply, rdata, sizeof(rdata), 4);
bio_init_from_txn(&msg, txn);
res = func(bs, txn, &msg, &reply);
binder_send_reply(bs, &reply, txn->data, res);
b
ptr += sizeof(*txn) / sizeof(uint32_t);
break;

Z=, binder_handler & &8t} 0{7|M struct binder_txn &, HIRIH E20|H{2]
binder_transaction_data 1= &2} S stct.

struct binder_txn

{
void *target;
void *cookie;
uint32_t code;
uint32_t flags;

uint32_t sender_pid;



uint32_t sender_euid;

uint32_t data_size;
uint32_t offs_size;
void *data;
void *offs;

}

2. svemgr_handler()

func & service_manager.c 2| main &0{|M svemgr_handler() 2| &+ XZQIEE Zo{ FILCE.
O|Al|, service_manager.c 2| svemgr_handler() &7} A EIC}H

0{7|# binder_txn +Z 2| code Ztoll CH3H switch ~ case 2 X 2|E $tCt. 0] B2, AudioFlinger
9| addService() MM E5EH SVC_MGR_ADD_SERVICE & Z0|C}.

int svemgr_handler(struct binder_state *bs,
struct binder_txn *txn,
struct binder_io *msg,
struct binder_io *reply)

struct svcinfo *si;
uintle_t *s;
unsigned len;
void *ptr;

//  LOGI("target=%p code=%d pid=%d uid=%d\n",
// txn->target, txn->code, txn->sender_pid, txn->sender_euid);

if (txn->target != svcmgr_handle)
return -1;

s = bio_get_stringl6(msg, &len);

if ((len != (sizeof(svemgr_id) / 2)) ||
memcmp(svcmgr_id, s, sizeof(svemgr_id))) {
fprintf(stderr,"invalid id %s\n", str8(s));
return -1;

b

switch(txn->code) {
case SVC_MGR_GET_SERVICE:
+-- 8 &: case SVC_MGR_CHECK_SERVICE:--======== == oo m o o o o oo oo e oo
case SVC_MGR_ADD_SERVICE:
s = bio_get_stringl6(msg, &len);
ptr = bio_get_ref(msg);
if (do_add_service(bs, s, len, ptr, txn->sender_euid))




return -1;
break;

default:
LOGE("unknown code %d\n", txn->code);
return -1;

by

bio_put_uint32(reply, 0);
return 0;

by

>

SVC_MGR_ADD_SERVICE transaction code 0i CH3l, do_add_service() &+& &35 A MH|

A SEE &t

do_add_service() € £7| ™o, binder_io ZFE{ i binder 2| H{HAE Hof 2
bio_get_ref() £ flatten_binder() 2| gCi S=& SHC},

3. do_add_service()

int do_add_service(struct binder_state *bs,
uintl6_t *s, unsigned len,
void *ptr, unsigned uid)

{
struct svcinfo *si;
//  LOGI("add_service('%s', %p) uid=%d\n", str8(s), ptr, uid);

if (!Iptr || (len == 0) || (len > 127))
return -1;

if (Isvc_can_register(uid, s)) {
+-- 3 &: LOGE("add_service('%s',%p) uid=%d - PERMISSION DENIED\n",-----------------

si = find_svc(s, len);
if (si) {
if (si->ptr) {
+-- 3 &: LOGE("add_service('%s',%p) uid=%d - ALREADY REGISTERED\n",---------------

si->ptr = ptr;
} else {
si = malloc(sizeof(*si) + (len + 1) * sizeof(uintl6_t));
if (Isi) {
LOGE("add_service('%s',%p) uid=%d - OUT OF MEMORY\n",
str8(s), ptr, uid);
return -1;




b

si->ptr = ptr;

si->len = len;

memcpy(si->name, s, (len + 1) * sizeof(uint16_t));
si->name[len] = "\0";

si->death.func = svcinfo_death;

si->death.ptr = si;

si->next = svclist;

svclist = si;

by

binder_acquire(bs, ptr);
binder_link_to_death(bs, ptr, &si->death);
return 0;

by

service info € PtE0{ sliE MEE 25 Elo{ €1, struct svcinfo * 2l svclist 2| EIAE| Eo{dE
Ct.

OFX|% 22 binder_acquire 0l BC_ACQUIRE £ HMEE L1, binder_write() $tCt.

binder_write() (M E binder_write_read #Z®|E PHE 1, ioctl $tC}.
O|A|, HFQl{ E2t0|HH 2| binder_ioctl() 0llM write B&30i| CHEF £ E20{|A 2ol 2| & Zdo|ct.

4. 2
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Olo 2 MH|A DHLIMZE AEFE|D, AFEXEC| addService 20| CHslf HIQIE =2t0IHE
Ol MH[Ao| HEE SSste 1S EMICL

Get IAudioFlinger

MHIA L7} g3l 291, AudioFlinger 7} MH|A O{L|Xof| S5 EIQiCH.
O|A|, E2t0|EME MEIATHLIMZRE] siY AMH|A Q| QIE{HO|AE Ho{2H FEICt.
MHIAE do{27| {814 IServiceManager::getSerive() HAEE AM&§tCt.



0. entry point : frameworks/base/libs/binder/
IServiceManager.cpp, BpServiceManager::getService()

virtual sp<IBinder> getService(const Stringl6& name) const
{
unsigned n;
for(n=0; n <5; n++){
sp<IBinder> svc = checkService(name);
if (svc '= NULL) return svc;
LOGI("Waiting for sevice %s...\n", String8(name).string());
sleep(1);
b
return NULL;

s

O|&2 7tX|2 checkService()& &3 MH|A QIE{HO|AE Ho{T, UX| ZE AL 1Z 401 7HHA
CHAEER] A= BtCt.

1. BpServiceManager::checkService()

virtual sp<IBinder> checkService( const String16& name) const

{
Parcel data, reply;
data.writelnterfaceToken(IServiceManager::getlnterfaceDescriptor());
data.writeStringl6(name);
remote()->transact(CHECK_SERVICE_TRANSACTION, data, &reply);
return reply.readStrongBinder();

s

transact() = ¥ M &m 2%0l|, BpBinder::transact() & £ &,
IPCThreadState::transact() & £Z3t04 Parcel of HIO|E{E &1,
waitForResponse() oM talkWithDriver() & %, ioctl 8tCt.

2. svemgr_handler()

transact() 3t LI 2 BRI E2tO|HE AN, MHIA OiL|X{e| svemgr_handler £ Eo0t& Z0|Ct.
0{7|M switch ~ case & £4| =l=0,

M checkService() ol41 CHECK_SERVICE_TRANSACTION € Z?iCt. 0| gt2 2rt.
service_manager.c 0= SVC_MGR_CHECK_SERVICE 7t 22, Z z{2 #=cCt.

switch(txn->code) {
&nbsp; case SVC_MGR_GET_SERVICE:
case SVC_MGR_CHECK_SERVICE:
s = bio_get_stringl6(msg, &len);
ptr = do_find_service(bs, s, len);



if ('ptr)

break;
bio_put_ref(reply, ptr);
return O;

do_find_service() £ find_svc()& E&38t1, 047|M o}l addService() 0llA &2 MH|AE Hof T
HEAEE RX2 EM 0|§0 &= sveinfo #ZAE &fot 2|EEHCH

struct svcinfo *find_svc(uint16_t *s16, unsigned len)
{
struct svcinfo *si;
for (si = svclist; si; si = si->next) {
if ((len == si->len) &&
Imemcmp(s16, si->name, len * sizeof(uint16_t))) {
return si;
b
b
return 0;
by
3. 48 :

OlXl & HHQITio| YEHsQl S5H0| Eafetct,

IAudioFlinger::setMode()

OFX|Y S 2, setMode() o €2, L2 RPC o Z2E 2 Ftrt.

0. RPC

M
[l
).
o

IAudioFlinger::setMode() =, Z= BpAudioFlinger::setMode() & =

virtual status_t setMode(int mode)

{



Parcel data, reply;
data.writelnterfaceToken(IAudioFlinger: :getInterfaceDescriptor());
data.writeInt32(mode);
remote()->transact(SET_MODE, data, &reply);
return reply.readInt32();
b

getService() o & CtE HF7}F QiCk 2 Parcel ofl '@ binder driver 0llA] EZHZHM H|O|E{E o}
switch ~ case 2 At2 8 4140l SET_MODE & YuME % transact() 2tct.

1. IPCThreadState::joinThreadPool

HQIC E2t0|tHolid DC|o{ME Z2AM|lA0| E|E MBEE WS Zolt,
glclof MHE MH|A 58 E %, executeCommand() 0lAM, FZ & ETA talkWithDriver() 0ol A
ol A B3 UAPCE.

void IPCThreadState::joinThreadPool(bool isMain)
{
+-- 30 £: LOG_THREADPOOL("**** THREAD %p (PID %d) IS JOINING THE THREAD
POOL\n", (void*)pthread_self(), getpid());----------=-======—=-mmmmmmmmmmeo o
result = talkWithDriver();
if (result >= NO_ERROR) {
size_t IN = mIn.dataAvail();
if (IN < sizeof(int32_t)) continue;
cmd = mlIn.readInt32();
IF_LOG_COMMANDS() {
alog << "Processing top-level Command: "
<< getReturnString(cmd) << endl;

result = executeCommand(cmd);

b

// After executing the command, ensure that the thread is returned to the
// default cgroup and priority before rejoining the pool. This is a failsafe
// in case the command implementation failed to properly restore the thread's
// scheduling parameters upon completion.
int my_id;
#ifdef HAVE_GETTID
my_id = gettid();
#else
my_id = getpid();
#endif
if (!set_sched_policy(my_id, SP_FOREGROUND)) {
// success; reset the priority as well




setpriority(PRIO_PROCESS, my_id, ANDROID_PRIORITY_NORMAL);

// Let this thread exit the thread pool if it is no longer
// needed and it is not the main process thread.
if(result == TIMED_OUT && !isMain) {

break;

b
} while (result '= -ECONNREFUSED && result '= -EBADF);

LOG_THREADPOOL("**** THREAD %p (PID %d) IS LEAVING THE THREAD POOL
err=%p\n",
(void*)pthread_self(), getpid(), (void*)result);

mOut.writeInt32(BC_EXIT_LOOPER);
talkWithDriver(false);
b

talkWithDriver() 7} 2|&45t04 7704t AudioFlinger 2| reader A B|EE executeCommand() 2 &
o HUEE SEFHCt.

1.1. executeCommnad()

cmd ZHE gho}, switch ~ case 2 S ZESHCL.
HFRIH EE2IO|HERE Mot & F0[L, 047X 7B EE= BR_TRANSACTION & Zo|Ct.

case BR_TRANSACTION:
{
binder_transaction_data tr;
result = mIn.read(&tr, sizeof(tr));
+-- 2 &: LOG_ASSERT(result == NO_ERROR,---==========mm oo oo

if (result '= NO_ERROR) break;

Parcel buffer;

buffer.ipcSetDataReference(
reinterpret_cast<const uint8_t*>(tr.data.ptr.buffer),
tr.data_size,
reinterpret_cast<const size_t*>(tr.data.ptr.offsets),
tr.offsets_size/sizeof(size_t), freeBuffer, this);

const pid_t origPid = mCallingPid;
const uid_t origlid = mCallingUid;

mCallingPid = tr.sender_pid;
mCallingUid = tr.sender_euid;

//LOGI(">>>> TRANSACT from pid %d uid %d\n", mCallingPid, mCallingUid);




Parcel reply;
IF_LOG_TRANSACTIONS() £
TextOutput::Bundle _b(alog);
+-- 8 &: alog << "BR_TRANSACTION thr " << (void*)pthread_self()-----------------------

if (tr.target.ptr) {
sp<BBinder> b((BBinder¥*)tr.cookie);
const status_t error = b->transact(tr.code, buffer, &reply, 0);
if (error < NO_ERROR) reply.setError(error);

} else {

tr.cookie £ BBinder* 2 BEHA|ZAC}. tr.cookie £ addService Alofl HIQIH FHHof| HARE ZLOICt
O|A|, tr.cookie &= BBinder* 0|11, O|d2 & 22|2| AudioFlinger 2| interface OIC}.
BBinder::transact() 0ilA{&= onTransact()& & $tct.

O|Al|, b->transact()E BnAudioFlinger 2| onTransact() 74 &4+2 &

ok

IEANL 2 g

1.1.1. BnAudioFlinger::onTransact()

047|M ZEof o5l switch ~ case 2 S&fstct.

case SET_MODE: {
CHECK_INTERFACE(IAudioFlinger, data, reply);
int mode = data.readInt32();
reply->writeInt32( setMode(mode) );
return NO_ERROR;

} break;

Ecto|HEI T8 mode ZE(otH

)2 2]0{£04 setMode() SHEL}.
Ol&= AudioFlinger::setMode() 2 & &

E
3 E££|0{, AudioFlinger (M MY 3| X{2I& s & ZolCt.

1.1.2. sendReply()

CtAl IPCThreadState: :executeCommand() £ E0t=2Ct. BR_TRANSACTION 70|A 0|, reply
Parcel 2 &M & %, 0}X|2f2 2 sendReply(reply) & &8tC}.

status_t IPCThreadState::sendReply(const Parcel& reply, uint32_t flags)
{
status_t err;
status_t statusBuffer;
err = writeTransactionData(BC_REPLY, flags, -1, 0, reply, &statusBuffer);
if (err < NO_ERROR) return err;

return waitForResponse(NULL, NULL);




o|X, repy CIO|E{= HFQIC| =20l A Lol7tz
HFQIC] E2t0o|HE Z|= IAudioFlinger::getService()::setMode() & SE3E Z2I0|HE ZZA|
A9| read MOIEE HE Zd0|Ct.

2. 4 :

Z2l0|¢1ES| 23 > IFoo ol HAEE &5t |E BpFoo 2| HIAEZ 0|S3l, transactES $tct.
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reply € SH&Cl.
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5. AMH[A OHLIXM= HiQIH EEHOIHESE HI0|EHE &1, svemgr_handler() oM O]

£ x{|2|sll IServiceManager::addService RPC 22| AN S&2 tct.

2. 2CI0|¢E ZZ M|A 9| IServiceManager::getService()

5.

22to|E ZZ M AE IAudioFlinger MHIAE o4 27| 2|3}
IServiceManager::getService() € ££35tCt. 0| LER L E 02 7+HX|1 HQ!
o E2to|Hol|AH & EICH

HFQIH EEIOIHE LE HEE 21 MH|A OiL|X{ol#| dlo|E{& 2L 7H2Ct.
MHIA OHLIAME BRI EEOIHESRE HIOIEE ¢l1, getService() 822 3to{ 2
2HOo|1E 7} @ 78 IAudioFlinger MH|A Q| E 5 E HIQI =200l Al reply
gtk

HFQIH EZIOIHHE reply &2 HIO|E{E ZECI0|ME ZZMANH ELHCH

3. 2CI0|¢1E Z 2 M|A 9| IAudioFlinger::setMode()

2cl0|2E ZZ M AE 2042 TAudioFlinger € 7+X|1 setMode() & £ &8tCt. 0]
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